STAFF Wireless Setup for Windows XP Clients

1. Select View Wireless Networks from network connections
e Click on Start
e Select Connect To
e Select Wireless Network Connection
e Select View Wireless Networks

2. Click change advanced features

Related Tasks

i) Learn about wireless
nebworking

"_:f Change the order of
preferred networks

""ﬁ» Change advanced
settings

3. Select the Wireless Networks tab from the top of the page

-4 Wireless Network Connection Properties E| E'

General | *ieless Metworks |,|':‘|,|j'.'.'an|3|g|j

[+]ill e ‘Windows to configure my wireless network, settings

Available network s

To connect to, disconnect fram, or find out more information
about wirelesz networks in range, click the button below.

Preferred nebworks:

Automatically connect to available netwarks in the order listed
below:

Wiew wireless Metwarks

@ Student [Automatic] ~
i Staff [Automatic)

1 stafftest (b anual) =

1 uuwlan [Manual]

v

[

Add... ][ Bemowve H Froperties ]

Learn about getting up wireless netwark
confiquratior, =

[ Ok, H Cancel ]




4. If the SSID Staff is not available, then select Add and enter SSID name Staff
5. If the SSID Staff is present, select it and then click on Properties

6. Enter the other details as shown below :

Staff properties

Azsociation |.-“-‘-.uthenti-:atil:un || Connection

Metwork, name [SSI0; | |

[JiConnect even if thiz network iz not broadcasting

Wireless network key

Thiz nietwark, requires a key for the fallowing:

Metwork, Authentication: | WP, W |

Data encruphion: | TEIP

[ 2]

The key iz provided for me autamatically

Thiz iz a computer-to-computer [ad hoc) nebwark; wireless
acces: points are nob uzed

[ ak. ][ Cancel ]

7. click the Authentication tab and set the Properties as below :



Staff properties

Azsociation | Authentication | Connection

Enable IEEE 802 1 authentication for thiz netwark,

TNTI otecled EAP (PEAF) v |

[ ] Authenticate as computer when computer infarmation is available

[ ] Authenticate as guest when user or computer information is
unavailable

[ ak. ] [ Cancel

8. Select Properties button beside EAP type

9. Configure as shown



Protected EAP Properties

When connecting:

[ ¥alidate server certificate:

[] aaa Certificate Services

[] AC Raiz Certicdmara 5.4,

[] AC RAIZ DMIE

[] &-CERT ADWANCED

[] achLE

[] admirCa-Co-T01

[] aAdmin-Root-Ca

% |

[E

54

|

Select Authentication Method;

|Secured password (EAP-MSCHAP +2) W |

Enable Fast Reconnect
[ ]Enable Quarantine checks
[ ] Disconnect if server does not present cryprobinding TLY

Ok, H Cancel ]

10. Select the Configure button and set the Properties as shown below

EAP MSCHAPwv2 Properties

YWhen connecting:

o Automatically use my Windows lagon name and
pazsword [and domain iF ary].

[ ak. l[ Cancel ]

11. Click “OK™ to accept and close all the open windows



Logging onto Staff Wireless Network

1. Select Start, Connect To, Wireless Network Connections, View Wireless
Networks

2. Select Staff and click on Connect

1! Wireless Network Connection |z|

Network Taill Choose a wireless network

ﬁ Refresh nebwark: lisk Click an itern in the lisk below to conneck ko a wireless network in range or ko gek more
information.
-~
< Sefup a wireless netwark ({=))) Student Connected g
for a home ar small office i
Unsecured wireless network ll.!!

Related Tasks Staff

a_
i Securicy-enabled v

.i) Learn about wireless

neltine Connect, You might need to enter

i‘? Change the order of
preferred networks

'%ﬂ Change advanced

settings ((i}) stafftest Manual ﬂf
*f Security-enabled wireless network (WPAZ) I.l!! -

(ti)) uuwlan Manual iﬂ?

Unsecured wireless network III!!

(( >) uu_staff Manual 'i:f
f N

3. When prompted to Enter Credentials, enter your staff ecode for username
and your current Exchange (or AD) password for password. Leave Login
Domain blank.



Enter Credentials

Iser name: | 42676

Passwiord: | sssssnasl

Logon darmain: |

[ Cancel

4. When credentials are accepted, Staff will indicate that the machine is
Connected.

Network Tasks

"a Refresh networlk lisk

<2 Sefup a wireless netwark
For & home ar small office

Related Tasks

._y Learn about wireless
netwiorking

i‘? Change the order of
preferred networks

'gh Change advanced
settings

3 Wireless Network Connection

Choose a wireless network

Click an item in the list below to connect ko a wireless netwark in range or ko get mare

information.

(ti:n)

Staff

'r_f Securitv-enabled wireless netwaork (WPAZ)

Connected g:f |

(ti?)
(tib)
(tib)
(ti?)
(tib)

Student

Unsecured wireless network

stafftest

'r_f Security-enabled wireless network (WPAZ)

uuwlan

Unsecured wireless network

uu_staff

'r_f Security-enabled wireless network (WPAZ)

eng_j

'r_f Security-enabled wireless network, (WPA)

Automatic 'fff

aall
Manual ii'f

all
Manual Q:f

Manual ff

aulll 3

Disconnect




5. You are now connected to the network. Your account details will be stored on
the computer and the computer will use these stored credentials to log you on
every time you connect to Staff.

6. Note : If you need to change your Exchange or AD password at any time, the
stored credentials will need to be deleted from the Windows registry. Follow
procedure Staff windows XP client password change procedure from the
link on the wireless web page for information on how to delete stored
credentials. The next time you try to connect to Staff, you will be prompted for
the new username and password.

7. If you require your laptop to automatically log you onto the wireless network
whenever you are in range, then set the tick box on the Connection tab under
Staff properties as shown below.

uu_staff properties

Azzociation | Authentication | Connectian

Automatic connection

Whenewver thiz netwark iz detected, "Windows can connect
ko it automatically.

Connect when this network: iz in range

()4 ] [ Cancel




