Staff Wireless Setup for Windows 7 Clients.

Select Start and then Control Panel.
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Select View network status and tasks from the Network and Internet section.
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Select Set up a new connection or network from the Change your networking settings
section.

Control Panel Home . . . . . @
View your basic network information and set up connections
Manage wireless networks @II * Q See full map
Change adapter setti s
i ANDREW-PC Internet
Change advanced sharing (This computer)
settings
View your active netwarks Connect to a network
You are currently not connected to any networks,
Change your networking settings
‘§| Set up a new connection or network
T set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access
point.
'5, Connect to a network
' Connect or reconnect to a wireless, wired, dial-up, or VPN network connection,
ﬂ Choose homegroup and sharing options
Access files and printers located on other network computers, or change sharing settings.
Gae alen @ Troubleshoot preblems
HomeGroup Diagnose and repair network problems, or get troubleshooting information,
Internet Options
Windows Firewall




To manually configure the wireless settings for a wireless network, select Manually
connect to a wireless network.

Choose a connection option

Connect to the Internet
Set up a wireless, broadband, or dial-up connection to the Internet,

=, Set up a new network
<ag, Configure a new router or access point.

. Manually connect to a wireless network
E~-5all _onnect to a hidden network or create a new wireless profile,

Connect to a workplace
Set up a dial-up or VPN connection to your workplace.

Set up a dial-up connection
Connect to the Internet using a dial-up connection,




On the Enter information for the wireless network you want to add page, configure the
following settings:

Network Name: Staff
Security Type: WPA-Enterprise
Encryption Type: TKIP

And click Next.

Enter information for the wireless network you want to add

Metwork name: Staff

Security type: [WPA-Enterprise

Encryption type: [TK]P

Security Key: | [ ] Hide characters

Start this connection automatically

Connect even if the network is not broadcasting
Warning: If you select this option, your computer's privacy might be at risk.
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Select Change connection settings.

Successfully added Staff

< Change connection settings
Open the connection properties so thatI can change the settings.




Choose the Security tab and then the Settings button.

Security type: | WP A-Enterprise

Encryption type: [T}G.P

Choose a network authentication method:
| Micrasoft: Protected EAP (PEAP) v|| settings

Remember my credentials for this connection each
time I'm logged on




Unselect the Validate server certificate box and click the Configure button.

When connecting:
Validate server certificate

| Connect to these servers;

Trusked Root Certification Authoritias:
Class 3 Public Primary Certification Authority
[] GTE CyberTrust Global Root
Microsoft Root Authority
[] Microzoft Root Certificate Authority
[] Thawte Premium Server CA
[] Thawte Timestamping CA

[ | Da not prompt user to authorize new servers or trusted
certification autharities,

Select Authentication Method:

[Semred password (EAP-MSCHAR v2) *] [ Configure...

Enable Fast Reconnect
[] Enforce Network Access Protection

[| Disconnect if server does not present cryptobinding TLY
Enable Identity Privacy




Unselect the box for Automatically use my Windows logon name.
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When connecting:

E Automatically use my Windows logon name and
password {and domain i any).

OK | | Cancel |

Click OK until you return to the Staff Wireless Network Properties page and select
Advanced Settings.
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Security type: | WP A-Enterprise

Encryption type: [TKJ_P

Choose a network authentication method:
| Micrasoft: Protected EAP (PEAP) || settings |

Remember my credentials for this connection each
time I'm logged on




Select Specify authentication mode and choose User authentication from the drop down
menu options. Then click Save credentials.

Advanced settings ]

A
802, 1¥ settings

Spedfy authentication mode:

[Userauﬂ’mﬁmtim '] I Save oredentials I

[ | pelete credentials for all users

["|Enable single sign on for this network

i@ Perform immediately before user logon

Perform immediately after user logon

Maximumm delay (seconds): | 10 [ +_

[/] Allow additional dialogs to be displayed during single
sign on

[ ] This network uses separate virtual LANs for machine
and user authentication




When the Save credentials screen is displayed, enter your Staff ecode for username and
your Exchange/AD password for password.
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Save credentials

Saving your credentials allows your computer to connect to the network
when you're not logged on (for example, to download updates).
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Click OK until you return to the View your basic network information and set up
connections screen. If your details are accepted, then the Staff network will display as
being connected.
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. Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.
S e 4 Choose homegrou.p and sharing opticns . -
Access files and printers located en other network computers, or change sharing settings.
HomeGroup
Internet Options @ Troubleshoot problems
Windows Firewall Diagnose and repair network problems, or get troubleshooting information,




